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1 Introduction
Overview

HP Intelligent Management Center (iMC) Service Operation Management (SOM) Software focuses
on operations and management flow to provide full IT lifecycle management. It allows IT
organizations to adhere to ITIL v3.0, including IT services such as process design, operation, and
improvement. Through flow management, the SOM software provides controls, measures, and
auditing capabilities for configuration changes, alarm distribution, and acknowledgement.
Based on a unified configuration management database (CMDB), the SOM software provides
configurable flows and options for self-service as well as management of asset configuration,
changes, and fault events; problem recognition; and auto-generation of a knowledge base.
Self-service reduces IT involvement by allowing end users to recognize known network issues as
well as to create and track service requests. The SOM software integrates with the HP iMC platform
to correlate information about network performance, traffic flows, and user controls.

Features and benefits
• Provides the SOM Service Desk, an independent web-based management client

• Works closely with the common iMC management operations (such as alarm acknowledgement,
device ACL configuration, device configuration deployment, and device VLAN configuration)
to provide a process-based management solution

• Effectively uses existing iMC resources (including user resources and device resources) and
closely integrates with existing iMC functions

• Provides granular user privilege level organization and management

• Provides process template uploading for users to customize service processes, thus expanding
SOM’s utility

SOM architecture
The iMC SOM module is composed of the configuration management database (CMDB) and the
Service Desk. The functionality of the CMDB and of the Service Desk depend on the Service Desk
module of the iMC platform. The architecture of SOM is shown in Figure 1.

Figure 1 Architecture of SOM

Self-Service provides the UI for CMDB, and CMDB provides the data resources to SOM. but when
operating in Service Desk, Service Desk is responsible for communication with Self-Service
Management to verify and exchange user data.
These components are described in the following sections.
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Service Desk
Service Desk provides a web-based interface for SOM users to complete various process operations
in the SOM module. Service Desk users have a self-service account in iMC (a self-service account
is used to log in to the iMC components that have an independent login page, such as SOM and
GAM).
The types of functions provided by Service Desk are as follows:

• Management and maintenance—These functions include user and account management,
operation log management, and process template and CMDB custom management.

• SOM—These functions provide the basic capabilities for process and task viewing and
execution.

Self-Service management
The Self-Service Management component provides the data access interface for the iMC user
resources. The Self-Service Management component is deployed based on the iMC platform and
adds account management and account group management functions in addition to the user
management functions that were available in previous versions of iMC. The account information
includes the account name, password, permissions, and account group information in addition to
basic user information.
The Self-Service Management component does not provide any configuration management interface.
After being deployed, the component acts as an independent background process.
The account group in iMC is a set of the permissions that users have for various functions. An
account can belong to multiple groups. The permissions of an account consist of the permissions
of the account together with the permissions of all the account groups that the account belongs to.
Figure 2 is an example of the account group settings for a particular account.

Figure 2 Account Information Settings
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The following section describes the relationships among user, account, permissions, and account
group.

• Account group—An account group can contain multiple users, and a user can belong to
multiple account groups. The main function of an account group is to automatically assign
self-service permissions to users. When creating an account group, you can assign permissions
to the account group. Once a user is added to one or more account groups, the permissions
for that user are the union of the user's self-service permissions and the permissions of the
account groups to which the user has been added.

• Child account group—An account group can contain any number of child account groups. A
child account group has its own permissions plus all the permissions of the parent account
group. The parent account group does not have the permissions of all the child account groups.
The design is consistent with the permissions relationship between an organization and its
departments.

• Account name—The account name uniquely identifies an account. If an account is canceled
and an account of the same name is later opened, the new account is automatically assigned
the process execution permissions of the previous account. For example, an account named
“Sherry” is assigned the permission of “Information Auditing” for the Default Account
Registration process. Then, the “Sherry” account is canceled. If a new account named “Sherry”
is later opened, the account is automatically assigned the permission of Information Auditing
for the Default Account Registration process.

After the SOM component is installed, new configuration information is added to the iMC Operator
Management module. Each operator can customize his or her own associated accounts and specify
the behaviors that need process auditing. For a behavior that needs process auditing, the auditing
process is forcibly enabled when the behavior is executed.
The term “SOM operators” refers to iMC users who have opened the corresponding accounts,
have set passwords, and have been assigned the permissions for certain components.

NOTE: In this document, the terms “operators,” “processors,” and “handlers” are used
interchangeably for users who work on the processes and process instances (tasks) that are managed
through SOM.

CMDB management
The CMDB management component of the SOM software maintains the basic data that is used
during process maintenance and provides unified management for all basic configuration items
(CIs), such as device asset information.
The component can register specific CI information and the related management, maintenance,
and data synchronization interfaces with the CMDB, and it provides data support for display and
configuration in Service Desk. The SOM operator can use these CIs when executing SOM processes.

Planning
Before using SOM, you must properly configure the following:

• Account name—The user account name must be unique in SOM. You cannot create a SOM
account that already exists in the system. If you create a user account that has the same name
as an account that was deleted, the new account inherits all the permissions of the deleted
one.
You can use a staff ID or email address as an account name.

• Account permissions—You must pay careful attention to the permissions assigned to your
account that are associated with iMC operators. For example, when an iMC operator’s
operation requires process auditing, the account that is associated with the iMC operator
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should not have permissions to create new accounts or assign permissions. Otherwise, the
account might create an account with higher permissions to bypass the process auditing.

• Account group—You can specify account permissions when you configure accounts or account
groups. The permissions of an account group determine those of all the accounts in the group.
It is a good practice to first deploy account groups and then specify account groups for
accounts. HP does not recommend assigning permissions for accounts directly.
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2 Installing SOM
Installation prerequisites

Hardware requirements
The following list describes the minimum hardware configuration:

• Pentium 4 3.0Ghz processor

• 4 GB RAM memory

• 50 GB storage

• 10/100 MB NIC
The following list describes the recommended hardware configuration:

• 3.0 GHz Intel® Xeon® or Intel® Core™2 Duo processor or equivalent processor

• 4 GB RAM memory

• 100 GB storage

• 10/100 MB NIC

Operating System requirements
The operating system must be one of the following:

• Windows® Server 2003 x64 with Service Pack 2 and KB942288

• Windows® Server 2003 R2 with Service Pack 2

• Windows® Server 2003 with Service Pack 2

• Windows® Server 2003 R2 x64 with Service Pack 2 with KB942288

• Windows® Server 2008 x64 with Service Pack 2

• Windows® Server 2008 with Service Pack 2

• Windows® Server 2008 R2 x64 with Service Pack 1

• Red Hat Enterprise Linux 5

• Red Hat Enterprise Linux 5 x64

• Red Hat Enterprise Linux 5.5

• Red Hat Enterprise Linux 5.5 x64

• Red Hat Enterprise Linux 6.1 x64

VMware requirements
The VMware component must be one of the following:

• VMware Workstation 6.5.x

• VMware ESX Server 4.x

Database requirements
The database must be one of the following:

• Microsoft SQL Server 2005 Service Pack 3 (Windows only)

• Microsoft SQL Server 2008 Service Pack 1 (Windows only)

• Microsoft SQL Server 2008 Service Pack 1 (64-bit) (Windows 64-bit only)
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• Microsoft SQL Server 2008 R2 Service Pack 1 (Windows only)

• Microsoft SQL Server 2008 R2 Service Pack 1 (64-bit) (Windows 64-bit only)

• Oracle 11g Release 1 (Linux only)

• Oracle 11g Release 2 (Linux only)

• Oracle 11g Release 2 (64-bit) (Linux only)

• MySQL Enterprise Server 5.1 (Linux and Windows) (Up to 1000 devices are supported)

• MySQL Enterprise Server 5.5 (Linux and Windows) (Up to 1000 devices are supported)

iMC Platform requirements
The required platform for running iMC is iMC PLAT 5.1 (E0201) or its patches.

Browser requirements
The recommended web browsers are as follows:

• Windows Internet Explorer 8 or later

• Mozilla Firefox 3.6 or later
In addition, the following browser configuration is recommended:

• Turn off the blocking settings in the browser.

• Add the SOM website to the trusted sites list.

• Set the client resolution to 1024*768 or higher.

• Install Java Runtime Environment (JRE) 1.6.0_update10 or later.

SOM installation
Before installing SOM, make sure the iMC platform is installed correctly. To do this, make sure
that all the processes are running normally:
1. Click Start, point to All Programs, click HP Intelligent Management Center, and then click HP

Deployment Monitoring Agent.
2. Click the Process tab to verify that all processes are running normally.
Additionally, the iMC Platform User Selfservice Management component must have been deployed.
To verify this, view the Deploy tab in the Intelligent Deployment Monitoring Agent:
1. Click Start, point to All Programs, click HP Intelligent Management Center, and then click HP

Deployment Monitoring Agent.
2. Click the Deploy tab, and then view the status for the iMC Platform User Selfservice

Management component.

Installing SOM
1. Click Start, point to All Programs, click HP Intelligent Management Center, and then click HP

Deployment Monitoring Agent.
2. On the Monitor tab of the HP Deployment Monitoring Agent, click Install.
3. In the installation package, select the components subdirectory.
4. Click OK to launch the installation wizard. Follow the instructions in the wizard to complete

the installation.
For detailed installation instructions, see the HP Intelligent Management Center Installation Guide.

Deploying CMDB Management and Service Desk
The components can be deployed individually, or at the same time using Batch Deploy.
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To deploy the components individually:
1. Click Start, point to All Programs, click HP Intelligent Management Center, and then click HP

Deployment Monitoring Agent.
2. On the Deploy tab of the HP Deployment Monitoring Agent, right-click the Service Operation

Manager - CMDB Management component, and then click Deploy the Component.
The iMC Deployment Wizard window appears as shown in Figure 3.

Figure 3 iMC Deployment Wizard

3. Click Next. When the deployment is completed, click Finish.
4. Repeat these steps to deploy the Service Operation Manager—Service Desk component.

NOTE: The CMDB Management component must be deployed before the Service Desk component
can be deployed.

To deploy the components using Batch Deploy:
1. Click Start, point to All Programs, click HP Intelligent Management Center, and then click HP

Deployment Monitoring Agent.
2. On the Deploy tab of the HP Deployment Monitoring Agent, right-click the Service Operation

Manager - CMDB Management component, and then click Batch Deploy.
The Batch Deploy window appears as shown in Figure 4.
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Figure 4 Batch Deploy

3. Select Service Operation Manager - CMDB Management and Service Operation Manager -
Service Desk.

4. Click OK.

Installing SOM Process Designer
SOM Process Designer is an add-on component that allows you to modify existing processes to
meet your current needs. Use it to customize your ITIL process template and to upload it to SOM.
To install Process Designer:
1. Log in to the Windows operating system as an administrator.
2. Navigate to www.hp.com and download the latest iMC SOM software release.
3. Extract the zip and run SPD_install.exe.
4. Select a language, and then click OK.
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Figure 5 Installing SOM Process Designer

5. On the Introduction page, click Next.
6. On the Choose Install Folder page, use the default installation folder, or click Choose to select

a folder, and then click Next.
7. On the Pre-Installation Summary page, review the information, and then click Install.
8. On the Install Complete page, click Done.
For more information about Process Designer, see the SOM Process Designer User Manual.
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3 Uninstalling SOM
You can remove the SOM component by using the HP Deployment Monitoring Agent. You must
remove the Service Desk component before removing the CMDB Management component.
To remove the SOM component:
1. Click Start, point to All Programs, click HP Intelligent Management Center, and then click HP

Deployment Monitoring Agent.
2. On the Monitor tab, click Stop iMC to stop all iMC processes.
3. On the Deploy tab, right-click Service Operation Manager-Service Desk, and then click Undeploy

the Component.
Wait for the component to be successfully undeployed.

4. On the Deploy tab, right-click Service Operation Manager-Service Desk, and then click Remove
the Component.

5. A message appears, indicating that the component was successfully removed. Click OK.
6. Repeat steps 3 through 5 to undeploy and remove Service Operation Manager - CMDB

Management.
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4 Exploring the Service Desk interface
The iMC SOM module provides unified visibility for all iMC SOM features via a single web portal,
called Service Desk. As an iMC SOM administrator, you use Service Desk along with the iMC
base functionality for configuring all iMC SOM settings and functions. Service Desk provides an
independent web-based interface for SOM and allows users to run process-based SOM operations.
iMC users who have a self-service account can use Service Desk.
This chapter describes the Service Desk interface.
The following sections describe how to use Service Desk and how to use the three parts of the
Service Desk interface: the navigation pane to the left, the toolbar across the top, and the task
pane.

Logging in to Service Desk
There are three ways to access SOM:
iMC Platform login page
To log in from the iMC Platform Login page:

• On the iMC Platform Login page, hover over the Go icon and select iMC SOM Console.

Figure 6 iMC Platform login

Single-Login from iMC
iMC operators with an SOM account can access SOM Service Desk from the iMC Platform.
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To log in from the iMC Platform:

• From the iMC Platform, click My shortcut and select iMC SOM Console.

Enter address into Internet Explorer
To log in from Internet Explorer:

• Enter the web address for SOM into the IE address bar using the format: http://
<ipaddress>:<port number>/servicedesk.

Using the Service Desk toolbar
The following sections describe the functionality of the toolbar options at the top of the Service
Desk screen.

Help
When you click the Help button, located in the top right corner of the Service Desk window, the
iMC Service Operation Manager User Guide appears. To enter search terms, press CTRL+F.

Options
You can change and customize SOM settings, such as the theme, timeout interval, and password.
To do this, click the Options button, located in the top right corner of the Service Desk window.
The following options appear:

• Theme—With this option, you can change the background color of the Service Desk. To do
this, point to Theme, and then click either Blue Theme or Gray Theme.

• Configure—With this option, you can configure a timeout interval for locking the display or
change the password.

◦ To configure the display timeout interval, click Configure, and then, on the Lock Display
tab, enter the number of minutes that you want to elapse before the display is locked and
a password is required to log back in. Click Save, and then click Close.

◦ To change the password, click Configure, and then, on the Change Password tab, enter
the old password and the new password as directed, click Save, and then click Close.

• Message View—With this option, you can enable the Messages pane. To do this, click to
select the Message View check box. The pane appears at the bottom of the Service Desk
window.

Lock Display
You can lock the Service Desk window so that a password is required to regain access. To do this,
click Lock Display, located in the top right corner of the Service Desk window.
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Log Out
When you want to log out of the Service Desk window, use the Log Out option. To do this, click
the arrow on the Lock Display button, and then click Log Out.
A message box opens asking you to confirm that you want to logout. Click Yes.

Using the Service Desk navigation pane
The navigation pane in Service Desk contains the following nodes:
• My WorkSpace

• Process Management

• CMDB Management

• System Management

NOTE: By default, when Service Desk launches, only the My WorkSpace node appears at the
top of the navigation pane and is expanded. The other nodes appear at the bottom of the pane
and are not expanded.

Click each node to bring it to the top of the navigation pane and expand it. Each node is described
in detail in later sections of this document.

Using the Service Desk task pane
The main area of Service Desk is the task pane. This is where account information, process
information, and management functions appear so that you can work with them. Every time you
open a process, task, or management function, it opens as a tab in the task pane, making it easy
to switch between tasks as needed. Generally, you will double-click an item in the navigation pane
to open it in the task pane.

Filtering
Most items in the navigation pane can be filtered by using the filter tool. For example, you can
use the filter tool to help narrow a search for a task.
To filter tasks with the filter tool:
1. Click Filter. The Filter dialog box appears.

NOTE:
• The text fields that appear in the Filter dialog box vary according to the task tab that you

are on. For example, the text fields for the My Tasks tab differ from those of the My
Created Processes tab.

• On some tabs, the name of the dialog box is Filter Condition.

• On the CI Management and CI Relation Management tabs, the filter tool appears as a
pane rather than a dialog box.

2. In the Filter dialog box, enter the criteria you want in one or more of the text fields. For example,
if you are on the My Tasks tab, enter the desired criteria in one or more of the following fields:
• Execution ID—Enter an execution ID. This field supports fuzzy matching.

• Title—Enter a title. This field supports fuzzy matching.

• Current Task—Enter the current task you want to filter. A current task indicates the current
phase of a process instance. This field supports fuzzy matching.

• Process Name—Enter a process name. This field supports fuzzy matching.
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• Start—Click the calendar icon and select a start date.

• End—Click the calendar icon and select an end date.
3. Click OK.

Deleting tasks
Tasks can be deleted in one of several ways in Service Desk. If the Delete icon is present, select
the task that you want to delete, click the Delete icon, and then click Yes to confirm the deletion.
If the Delete icon is not present, open the task, find the Manage Mode area, click to select the
Delete option, and then click Submit.
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5 My WorkSpace
The My WorkSpace node in the Service Desk navigation pane allows you to work with tasks,
created processes, related processes, and managed processes. The My Task, My Created Processes,
My Related Processes, and My Managed Processes tabs help you manage workflow through an
“approve or reject” process. With the My WorkSpace feature, you can do the following:
• Interact with processes based on the roles assigned

• Manage tasks in a sequence of steps

• Get information about processes, interact with other participants, and perform tasks

• View the list of pending tasks (on the My Task page)

• Execute and browse tasks by different views

• Search for tasks by using the Filter function (for more information, see “Filtering”)

My Task
The My Task tab, which opens by default when you launch Service Desk, lists all tasks that need
to be processed by the currently logged-in account. Use this tab to view the following information
about the tasks:
• Execution ID

• Title

• Current Task

• Process Name

• Task Create Time
You can filter the tasks to narrow down a search. To do this, click Filter, and then enter the criteria
you want to filter by in one or more of the following text fields:

• Execution ID

• Title

• Process Name

• Start

• End
To use the My Task tab:
1. In Service Desk, on the navigation pane, click My WorkSpace.
2. The My Task tab should appear in the task pane, but if it does not, double-click My Task under

MyWorkSpace. The My Task tab displays tasks that are assigned to you, as shown in Figure 7.

Figure 7 My Task list

3. Double-click a task to open it and review its details. (Alternatively, right-click the task and then
click Execute.) The task appears, as shown in Figure 8.
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Figure 8 Task details

The following information panes are displayed (click the down arrow on each heading to see
the pane):

• Information Initialization—View information about the initiator of the task

• Information Auditing—Perform one or more of the following tasks for the task:

Make a suggestion◦
◦ Add an account group

◦ Change permissions

◦ Change the user group

◦ Approve (pass) or reject the task, or submit it to another handler

• Management Area—Modify the task owner, delete the task, or assign a handler

• Process History—View process history
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4. To approve (pass) or reject a task, expand Information Auditing, if it is not already expanded,
and click to select Pass and Close or Reject and Close and then click Submit.
If you pass the task, the system applies its configuration. If you reject the task, the process is
closed. After the task is processed, you can log in to the iMC system and view the results.

My Created Processes
The My Created Processes tab lists all process instances that were created by the currently logged-in
account. Use this tab to view the following information about the tasks:

• Execution ID

• Title

• Process Name

• State

• Process Create Time

• Process End Time
You can filter the tasks to narrow down a search. To do this, click Filter, and then enter the criteria
you want to filter by in one or more of the following text fields:

• Execution ID

• Title

• Process Name

• State

• Create Time From

• Create Time To

• End Time From

• End Time To
To use the My Created Processes tab:
1. In Service Desk, click My WorkSpace on the navigation pane.
2. Double-click My Created Processes under My WorkSpace. The My Created Processes tab

displays tasks that are assigned to you.
3. Double-click a task to open it and review its details. (Alternatively, right-click the task and then

click Open.)
The following information panes are displayed (click the down arrow on each heading to see
the pane):

• Information Initialization—View information about the initiator of the task

• Information Auditing—Perform one or more of the following tasks for the task:

Make a suggestion◦
◦ Add an account group

◦ Change permissions

◦ Change the user group

◦ Approve (pass) or reject the task, or submit it to another handler

• Management Area—Modify the task owner, delete the task, or assign a handler

• Process History—View process history
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4. To approve (pass) or reject a task, expand Information Auditing, if it is not already expanded,
and click to select Pass and Close or Reject and Close and then click Submit.
If you pass the task, the system applies its configuration. If you reject the task, the process is
closed. After the task is processed, you can log in to the iMC system and view the results.

My Related Processes
The My Related Processes tab lists the process instances that were created by the currently logged-in
account, the process instances whose current processor is the currently logged-in account, and the
process instances whose administrator is the currently logged-in account. Use this tab to view the
following information about the tasks:

• Execution ID

• Title

• Process Name

• State

• Process Create Time

• Process End Time
You can filter the tasks to narrow down a search. To do this, click Filter, and then enter the criteria
you want to filter by in one or more of the following text fields:

• Execution ID

• Title

• Process Name

• State

• Create Time From and To

• End Time From and To
To use the My Related Processes tab:
1. In Service Desk, click My WorkSpace on the navigation pane.
2. Double-click My Related Processes under MyWorkSpace. The My Related Processes tab displays

tasks that are assigned to you.
3. Double-click a task to open it and review its details. (Alternatively, right-click the task and then

click Open.)
The following information panes are displayed (click the down arrow on each heading to see
the pane):

• Information Initialization—View information about the initiator of the task

• Information Auditing—Perform one or more of the following tasks for the task:

Make a suggestion◦
◦ Add an account group

◦ Change permissions

◦ Change the user group

◦ Approve (pass) or reject the task, or submit it to another handler

• Management Area—Modify the task owner, delete the task, or assign a handler

• Process History—View process history
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4. To approve (pass) or reject a task, expand Information Auditing, if it is not already expanded,
and click to select Pass and Close or Reject and Close and then click Submit.
If you pass the task, the system applies its configuration. If you reject the task, the process is
closed. After the task is processed, you can log in to the iMC system and view the results.

My Managed Processes
The My Managed Processes tab lists the process instances whose administrator is the currently
logged-in account. Use this tab to view the following information about the tasks:

• Execution ID

• Title

• Process Name

• State

• Process Create Time

• Process End Time
You can filter the tasks to narrow down a search. To do this, click Filter, and then enter the criteria
you want to filter by in one or more of the following text fields:

• Execution ID

• Title

• Process Name

• State

• Create Time From

• Create Time To

• End Time From

• End Time To
To use the My Managed Processes tab:
1. In Service Desk, click My WorkSpace on the navigation pane.
2. Double-click My Managed Processes under My WorkSpace. The My Managed Processes tab

displays tasks that are assigned to you.
3. Double-click a task to open it and review its details. (Alternatively, right-click the task and then

click Open.)
The following information panes are displayed (click the down arrow on each heading to see
the pane):

• Information Initialization—View or configure information about the initiator of the task

• Information Auditing—Perform one or more of the following tasks for the task:

Make a suggestion◦
◦ Add an account group

◦ Change permissions

◦ Change the user group

◦ Approve (pass) or reject the task, or submit it to another handler

• Management Area—Delete the task

• Process History—View process history
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4. To approve (pass) or reject a task, expand Information Auditing if it is not already expanded,
click to select Pass and Close or Reject and Close, and then click Submit.
If you pass the task, the system applies its configuration. If you reject the task, the process is
closed. After the task is processed, you can log in to the iMC system and view the results.
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6 Process management
The Process Management node in the Service Desk navigation pane allows you to create, configure,
delete, nullify, and execute processes and process groups. When you click the node, it expands
and displays three tabs (New, Refresh, and More) and a hierarchy tree that includes the default
Ungrouped and Network Maintenance Process process groups. When you create processes or
process groups, they appear in the hierarchy tree at the level that you specify.
These tabs and process groups are described in the following sections.

Process Management tabs
To facilitate process management, the Process Management node provides the following function
tabs, as shown in Figure 9.

Figure 9 Function Tabs of the Process Management Node

• New—When you click this tab, a dialog box opens that you can use to create a new process
based on the process template.

• Refresh—When you click this tab, the process list is refreshed.

• More—When you click this tab, the following options appear:

Create Process Group—When you click this option, a dialog box appears that you can
use to create a process group at the hierarchy level you specify.

◦

◦ Hide Nullify Process—By default, this option is selected, and nullified processes are
hidden. If you want to view the nullified processes in the process list, click to clear this
check box.

The options that are available to the user depend on the role that you defined in the account settings
when you added or modified the account and assigned the rights.

Creating a process
To create a process:
1. In Service Desk, on the Process Management node on the navigation pane, click the New tab.
2. In the Customize Process dialog box, configure the text fields as follows:

• Process Name—Enter a name for the process.

• Parent Group—Select a parent group from the list.
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• Template—Select a template from the list. Default templates include:

Account Registration Process◦
◦ Knowledge Base Process

◦ Problem Bank Process

◦ Request Process

If customized templates have been added, they will appear in the list as well.

• Priority—Select a priority level from the list.

• Admin Users/Groups—Enter the name of the administrative user account or group for
this process. Alternatively, you can click the magnifying glass icon to use the Select
Users/Groups dialog box to add user accounts and groups from which to choose:
1. In the Key field, enter a term to narrow the search by.
2. Use the arrows to add user accounts and groups to the list.
3. Click OK.

• Prefix—Enter a prefix for this process (optional).

• Template Version—This field is populated by default and cannot be changed.

• Process Description—Enter a description of the process (optional).
3. In the Task Name area, click each task name to enable the text field for Users/Groups. Enter

the user account or group name, and then click Save. Repeat this process for all task names.
4. Click OK.

NOTE: You can nullify but not delete a process that you have created. To do this, right-click the
process, and then click Nullify.

Creating a process group
To create a process group:
1. On the Process Management node in the left navigation pane of Service Desk, click the More

tab, and then click Create Process Group.
Alternatively, right-click any process group, and then click Create Process Group.

2. In the Create Process Group dialog box, configure the following fields:
• Group Name—Enter a name for the group.

• Parent Group—If the process group is to be a child of another group, enter the parent
group name.

• Group Description—Enter a description for the group (optional).
3. Click OK.

Process management hierarchy
The following sections provide an overview of processes and process management, describe the
default nodes in the Process Management hierarchy tree, and describe how to use the pre-set
processes that are included by default.
The default nodes are:
• Ungrouped

• Network Maintenance Process

NOTE: You can add other nodes to the Process Management hierarchy tree as needed.
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The pre-set processes are:
• Default Account Registration

• VLAN Configuration Changes

• ACL Configuration Changes

• iCC Configuration Changes

• Alarm Process

Working with processes
Processes that are designated with the icon can be manually started, but processes that are
designated with the icon cannot.
Processes that you no longer need or use can be nullified. A nullified process displays the nullify
state icon . When you nullify a process, the system handles the nullification differently depending
on the state of any process instances (tasks) associated with the process:
• If no process instance (task) has been created, the system deletes the process.

• If the process has an unfinished process instance, the system does not delete the process but
gives you a corresponding prompt.

• If the process has process instances that are all finished, the system does not delete the process
but sets the process to the nullified state, so that those process instances are also displayed
when you view all finished process instances.

Additionally, if the process that you want to nullify has been configured as a child process of
another process, you must remove the parent-child relation before you can nullify the process.
If a step of a process must be performed by the user who created it but that user has been deleted,
you can assign a different handler to that step so that the process can proceed.
This section describes the following procedures:

• Managing user accounts for processes

• Configuring processes

• Executing and managing processes

Managing user accounts for processes
You cannot create a process without assigning at least one account to it. There are four ways to
create user accounts: in iMC from User > Add User, in SOM from System Management, from the
SOM Login dialog box (user registration), and in SOM from Process Management. The first three
are described in the section: “Adding an SOM Self-Service account”, the last is described in the
section below.

Adding a new account from Process Management
1. Under Process Management in the navigation pane, right-click Default Account Registration

Process, and then click Start Process.
2. Configure the text fields, as shown in Figure 10.
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Figure 10 Using the Default Account Registration Process

• Title—Enter a title that has 32 or fewer characters.

• User Name—Enter the user name. The same user name can be used by multiple users.

• Account Name—Create an account name. Account names must be unique.
Users will be assigned to processes and tasks by their account name.

• Password—Create a password. HP recommends that the password is at least six characters
long and includes a number.

• Confirm Password—Enter the password again.

• Identity Number—Enter an identity number. An identity number can be used by multiple
users.

• Contact Address—Enter the physical address of the user.

• Telephone—Enter the telephone number of the user.

• Email—Enter the email address of the user.

NOTE: iMC uniquely identifies a user based on a user name and identity number
combination. While multiple users can use the same user name or identity number, no two
users can have the same user name and identity number at the same time.
The Default Account Registration Process is itself a process, and can be configured to suit the
operator’s needs. See, “Configuring processes” for more information on configuring processes.

3. Click Submit Information.
Once the account registration is submitted, it is sent to the administrator’s My Task list. After
reviewing the registration, the administrator can choose to pass and close the registration,
reject and close the registration, or submit the registration to another handler.
The account must be passed before it can be used in a process.
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User account types
When creating user accounts, you can set various levels of permissions for the accounts. This allows
you to have different classes of users with different levels of access based on what they need to
accomplish. Below are some guidelines for permission levels for different types of users.

• SOM Administrator—An administrator account should be given broad permissions as they
will have more responsibilities within the system. Figure 11 below shows the permissions that
should be given to an administrator.

Figure 11 Administrator permissions

• Process Administrator—A process administrator account should have the permissions to
configure processes and manage process templates, as shown in Figure 12.

Figure 12 Process administrator permissions

• Basic User—A basic user should only be assigned permissions to process tasks in the SOM
Console, as shown in Figure 13.
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Figure 13 Basic user permissions

• Handler—A handler is the person who will be handling a given task. For example, for the
alarm distribution process, the person who fixes the alarm is the handler.

For more information on user accounts, see “User account”.

Configuring processes
Configuring processes involves choosing a template, setting a priority level, assigning user accounts
to the process, and assigning user accounts to the tasks within the process.
To configure a process:
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1. Under Process Management in the navigation pane, right-click the process you want to
configure, and then click Config Process. The Config Process dialog box appears. The image
Figure 14 below shows the VLAN Configuration Changes process being configured.

Figure 14 Config Process dialog box example
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2. Enter information in the text fields as follows:
• Process Name—This field cannot be modified.

• Parent Group—Select a process group from the list. Ungrouped and Network Maintenance
Process appear by default, and you can create other process groups.

• Template—The template is predefined before the process is customized. It cannot be
modified.

• Priority—This field allows you to define the priority for the process instances that are
raised by the process. Select Urgent, High, Middle, or Low from the list.

• Admin Users/Groups—Assign the administrative user accounts or groups for the process
instances that are related to this process. These users can change who is assigned to the
process instances and can delete process instances. Administrators also can configure
the process. To assign admin user accounts and groups, you can either type in the user’s
account name or group’s name or search for the account name by clicking the magnifying
glass icon searching using the Key field.

• Prefix—Enter an execution ID prefix. This prefix is used to identify the process to which
the process instance belongs. If you leave this field empty, the system uses the key of the
process template plus a period (.) as the prefix (for example, “Account Registration
Process.10040”).

• Template Version—This field is predefined by the version of the template that was used
to create the process. It cannot be modified.

• Process Description—Enter a description of this process (optional).
3. Assign privileges by clicking on a task in the Task Name column or click the Modify

Users/Groups button in the lower right corner. Enter the user accounts or groups that you want
to have privileges for each task of a process instance. Only the specified user accounts or
groups can execute the tasks. Assign privileges in terms of the task’s dealers.

NOTE:
• Modifications to the Admin Users/Groups or Users/Groups settings do not immediately

take effect for open tasks. You need to close the tasks and then open them again for
changes to take effect.

• When you configure the Admin Users/Groups or Users/Groups field, the system does
not check whether the specified user account or groups exist. If you delete the specified
users or groups and then add them again, the users or groups will automatically have
operation permission for the process.

• The Admin Users/Groups and Users/Groups fields support left-to-right matching of the
input string. For example, if you input “abc”, the system lists the accounts whose names
start with “abc” rather than all account names that contain “abc”.

4. Click Save.
5. Click OK.
Process configuration example: Configuring the Default Account Registration Process
The Default Account Registration process is pre-set, but you can configure it to better meet your
needs.
You can configure this process the same way you can configure other processes in SOM.
To configure the Default Account Registration Process:
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1. Under Process Management in the navigation pane, right click Default Account Registration
Process, and then click Config Process. The Config Process dialog box appears, as shown in
Figure 15.

Figure 15 Configuring the Default Account Registration Process

2. Enter information in the text fields as follows:
• Process Name—This field cannot be modified.

• Parent Group—Select a process group from the list. Ungrouped and Network Maintenance
Process appear by default, but you can create other process groups.

• Template—The template is predefined before the process is customized. It cannot be
modified.

• Priority—This field allows you to define the priority for the process instances that are
raised by the process. Select Urgent, High, Middle, or Low from the list.

• Admin Users/Groups—Assign the administrative user accounts or groups for the process
instances that are related to this process. These user accounts can change who is assigned
to the process instances and can delete process instances. Administrators also can
configure the process. To assign admin user accounts and groups, you can either type
in the user account’s or group’s name or search for the name by clicking the magnifying
glass icon and typing in the Key field.

• Prefix—Enter an execution ID prefix. This prefix is used to identify the process to which
the process instance belongs. If you leave this field empty, the system uses the key of the
process template plus a period (.) as the prefix (for example, “Account Registration
Process.10040”).

• Template Version—This field is predefined by the version of the template that was used
to create the process. It cannot be modified.

• Process Description—Enter a description of this process (optional).
3. Assign privileges by clicking on a task in the Task Name column or click the Modify

Users/Groups button in the lower right corner. Enter the user accounts or groups that you want
to have privileges for each task of a process instance. Only the specified user accounts or
groups can execute the tasks. Assign privileges in terms of the task’s dealers.

34 Process management



NOTE:
• Modifications to the Admin Users/Groups or Users/Groups settings do not immediately

take effect for open tasks. You need to close the tasks and then open them again for
changes to take effect.

• When you configure the Admin Users/Groups or Users/Groups field, the system does
not check whether the specified users or groups exist. If you delete the specified users or
groups and then add them again, the users or groups will automatically have operation
permission for the process.

• The Admin Users/Groups and Users/Groups fields support left-to-right matching of the
input string. For example, if you input “abc”, the system lists the accounts whose names
start with “abc” rather than all account names that contain “abc”.

4. Click Save.
5. Click OK.

Executing and managing processes
To execute and manage processes:
1. Log in to Service Desk and expand the My WorkSpace node in the navigation pane. You can

see My Task, My Created Processes, My Related Processes, and My Managed Processes.
2. Double-click each to open the task list in the task pane.

• My Task lists all tasks that need to be processed by the current account.

• My Created Processes lists all process instances created by the current account.

• My Related Processes lists the process instances created by the current account, the process
instances whose current processor is the current account, and the process instances whose
administrator is the current account.

• My Managed Processes lists the process instances whose administrator is the current
account.

The following figures show sample task lists for the My Task and My Created Processes tabs.

Figure 16 My Task

Figure 17 My Created Processes

3. Double-click a task to open the process instance. Enter the required information for the task,
select the next processor from the Processor list, click to select an option in the Manage Mode
area, and then click Submit, as shown in Figure 18. The process instance is delivered to the
next processor.
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Figure 18 Execute a process instance
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4. If you are an administrator of the process instance, you can see the Management Area, shown
in Figure 19, where you can modify the task owner (to do this, click to select Modify Task
Owner, enter the new owner’s name in the Handler field, and then click Submit) or delete the
process instance (to do this, click to select Delete, and then click Submit.

Figure 19 Management Area

NOTE:

• Tasks executed by $SYSTEM are tasks that are automatically executed by the system.

• You can handle a process by right-clicking the corresponding process instance and then
clicking Execute. You can handle multiple process instances in bulk if they are generated
by a customized template that supports batch execution.
To execute processes in batches:
1. Hold down Ctrl and click the process instances you want to handle.
2. Right-click the selection, and then click Batch Execute.

Ungrouped node
The Ungrouped node provides the pre-set Default Account Registration process, which is defined
by the SOM system and which you can use to create new user accounts. You can move the Default
Account Registration process to another node if desired. Additionally, you can add other processes
to the Ungrouped node.

Network Maintenance Process node
The Network Maintenance Process node provides four pre-set processes that are defined by the
SOM system. You can add corresponding processes to the group or move the processes to other
groups.
The four pre-set processes are:
• VLAN Configuration Changes

• ACL Configuration Changes

• iCC Configuration Changes

• Alarm Process
The following sections describe these processes in detail.

VLAN Configuration Changes
A VLAN configuration change process allows operators who have no permissions to manage
devices to submit VLAN configuration change requests. The requests are audited before iMC
applies the configuration to the network.
A VLAN configuration change process involves assigning operators, submitting requests, and
processing requests. To configure this process:
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1. Under Process Management in the navigation pane, right-click VLAN Configuration Changes,
and then click Config Process. The Config Process dialog box appears, as shown in Figure 20.

Figure 20 VLAN Configuration Changes

2. Enter information in the text fields as follows:
• Process Name—This field cannot be modified.

• Parent Group—Select a process group from the list. Ungrouped and Network Maintenance
Process appear by default, and you can create other process groups.

• Template—The template is predefined before the process is customized. It cannot be
modified.

• Priority—This field allows you to define the priority for the process instances that are
raised by the process. Select Urgent, High, Middle, or Low from the list.

• Admin Users/Groups—Assign the administrative user accounts or groups for the process
instances that are related to this process. These users can change who is assigned to the
process instances and can delete process instances. Administrators also can configure
the process. To assign admin user accounts and groups, you can either type in the user
account’s or group’s name or search for the account name by clicking the magnifying
glass icon and searching using the Key field.

• Prefix—Enter an execution ID prefix. This prefix is used to identify the process to which
the process instance belongs. If you leave this field empty, the system uses the key of the
process template plus a period (.) as the prefix (for example, “Account Registration
Process.10040”).

• Template Version—This field is predefined by the version of the template that was used
to create the process. It cannot be modified.

• Process Description—Enter a description of this process (optional).
3. Assign privileges by clicking on a task in the Task Name column or click the Modify

Users/Groups button in the lower right corner. Enter the user accounts or groups that you want
to have privileges for each task of a process instance. Only the specified user accounts or
groups can execute the tasks. Assign privileges in terms of the task’s dealers.
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NOTE:
• Modifications to the Admin Users/Groups or Users/Groups settings do not immediately

take effect for open tasks. You need to close the tasks and then open them again for
changes to take effect.

• When you configure the Admin Users/Groups or Users/Groups field, the system does
not check whether the specified users or groups exist. If you delete the specified users or
groups and then add them again, the users or groups will automatically have operation
permission for the process.

• The Admin Users/Groups and Users/Groups fields support left-to-right matching of the
input string. For example, if you input “abc”, the system lists the accounts whose names
start with “abc” rather than all account names that contain “abc”.

4. Click Save.
5. Click OK.

ACL Configuration Changes
An ACL change process allows operators who have no permissions to manage devices to submit
ACL configuration change requests. The requests are audited before iMC applies the configuration
to the network. An ACL change process involves submitting, auditing, and confirming requests. To
configure this process:
1. Under Process Management in the navigation pane, right-click ACL Configuration Changes,

and then click Config Process. The Config Process dialog box appears, as shown in Figure 21.

Figure 21 ACL Configuration Changes

2. Enter information in the text fields as follows:
• Process Name—This field cannot be modified.

• Parent Group—Select a process group from the list. Ungrouped and Network Maintenance
Process appear by default, but you can create other process groups.

• Template—The template is predefined before the process is customized. It cannot be
modified.
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• Priority—This field allows you to define the priority for the process instances that are
raised by the process. Select Urgent, High, Middle, or Low from the list.

• Admin Users/Groups—Assign the administrative user accounts or groups for the process
instances that are related to this process. These users can change who is assigned to the
process instances and can delete process instances. Administrators also can configure
the process. To assign admin user accounts and groups, you can either type in the user
accounts’s or group’s name or search for the name by clicking the magnifying glass icon
and searching using the Key field.

• Prefix—Enter an execution ID prefix. This prefix is used to identify the process to which
the process instance belongs. If you leave this field empty, the system uses the key of the
process template plus a period (.) as the prefix (for example, “Account Registration
Process.10040”).

• Template Version—This field is predefined by the version of the template that was used
to create the process. It cannot be modified.

• Process Description—Enter a description of this process (optional).
3. Assign privileges by clicking on a task in the Task Name column or click the Modify

Users/Groups button in the lower right corner. Enter the user accounts or groups that you want
to have privileges for each task of a process instance. Only the specified user accounts or
groups can execute the tasks. Assign privileges in terms of the task’s dealers.
You do not need to assign a dealer to the Close Confirm task, as ACL does this automatically.

NOTE:
• Modifications to the Admin Users/Groups or Users/Groups settings do not immediately

take effect for open tasks. You need to close the tasks and then open them again for
changes to take effect.

• When you configure the Admin Users/Groups or Users/Groups field, the system does
not check whether the specified users or groups exist. If you delete the specified users or
groups and then add them again, the users or groups will automatically have operation
permission for the process.

• The Admin Users/Groups and Users/Groups fields support left-to-right matching of the
input string. For example, if you input “abc”, the system lists the accounts whose names
start with “abc” rather than all account names that contain “abc”.

4. Click Save.
5. Click OK.

iCC Configuration Changes
An iCC change process allows operators who have no permissions to manage devices to submit
iCC configuration change requests. The requests are audited before iMC applies the configuration
to the network. An iCC change process involves submitting, auditing, and confirming requests. To
configure this process:

40 Process management



1. Under Process Management in the navigation pane, right-click iCC Configuration Changes,
and then click Config Process. The Config Process dialog box appears, as shown in Figure 22.

Figure 22 iCC Configuration Changes

2. Enter information in the text fields as follows:
• Process Name—This field cannot be modified.

• Parent Group—Select a process group from the list. Ungrouped and Network Maintenance
Process appear by default, but you can create other process groups.

• Template—The template is predefined before the process is customized. It cannot be
modified.

• Priority—This field allows you to define the priority for the process instances that are
raised by the process. Select Urgent, High, Middle, or Low from list.

• Admin Users/Groups—Assign the administrative users or groups for the process instances
that are related to this process. These users can change who is assigned to the process
instances and can delete process instances. Administrators also can configure the process.
To assign admin users and groups, you can either type in the user’s or group’s name or
search for the name by clicking the magnifying glass icon.

• Prefix—Enter an execution ID prefix. This prefix is used to identify the process to which
the process instance belongs. If you leave this field empty, the system uses the key of the
process template plus a period (.) as the prefix (for example, “Account Registration
Process.10040”).

• Template Version—This field is predefined by the version of the template that was used
to create the process. It cannot be modified.

• Process Description—Enter a description of this process (optional).
3. Assign privileges by clicking on a task in the Task Name column or click the Modify

Users/Groups button in the lower right corner. Enter the user accounts or groups that you want
to have privileges for each task of a process instance. Only the specified user accounts or
groups can execute the tasks. Assign privileges in terms of the task’s dealers.
You do not need to assign a dealer to the Close Confirm task, as iCC does this automatically.
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NOTE:
• Modifications to the Admin Users/Groups or Users/Groups settings do not immediately

take effect for open tasks. You need to close the tasks and then open them again for
changes to take effect.

• When you configure the Admin Users/Groups or Users/Groups field, the system does
not check whether the specified users or groups exist. If you delete the specified users or
groups and then add them again, the users or groups will automatically have operation
permission for the process.

• The Admin Users/Groups and Users/Groups fields support left-to-right matching of the
input string. For example, if you input “abc”, the system lists the accounts whose names
start with “abc” rather than all account names that contain “abc”.

4. Click Save.
5. Click OK.

Alarm process
For more information about the Alarm management, see the HP Intelligent Management Center
Base Platform Administrator Guide.
To configure the Alarm process:
1. Under Process Management in the navigation pane, right-click Alarm Process, and then click

Config Process. The Config Process dialog box appears, as shown in Figure 23.

Figure 23 Alarm Process

2. Enter information in the text fields as follows:
• Process Name—This field cannot be modified.

• Parent Group—Select a process group from the list. Ungrouped and Network Maintenance
Process appear by default, but you can create other process groups.

• Template—The template is predefined before the process is customized. It cannot be
modified.
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• Priority—This field allows you to define the priority for the process instances that are
raised by the process. Select Urgent, High, Middle, or Low from the list.

• Admin Users/Groups—Assign the administrative user accounts or groups for the process
instances that are related to this process. These user accounts can change who is assigned
to the process instances and can delete process instances. Administrators also can
configure the process. To assign admin user accounts and groups, you can either type
in the user accounts’s or group’s name or search for the name by clicking the magnifying
glass icon and searching using the Key field.

• Prefix—Enter an execution ID prefix. This prefix is used to identify the process to which
the process instance belongs. If you leave this field empty, the system uses the key of the
process template plus a period (.) as the prefix (for example, “Account Registration
Process.10040”).

• Template Version—This field is predefined by the version of the template that was used
to create the process. It cannot be modified.

• Process Description—Enter a description of this process (optional).
3. Assign privileges by clicking on a task in the Task Name column or click the Modify

Users/Groups button in the lower right corner. Enter the user accounts or groups that you want
to have privileges for each task of a process instance. Only the specified user accounts or
groups can execute the tasks. Assign privileges in terms of the task’s dealers.
You do not need to assign a dealer to the Alarm Repair Acknowledge task, as Alarm does
this automatically.

NOTE:
• Modifications to the Admin Users/Groups or Users/Groups settings do not immediately

take effect for open tasks. You need to close the tasks and then open them again for
changes to take effect.

• When you configure the Admin Users/Groups or Users/Groups field, the system does
not check whether the specified users or groups exist. If you delete the specified users or
groups and then add them again, the users or groups will automatically have operation
permission for the process.

• The Admin Users/Groups and Users/Groups fields support left-to-right matching of the
input string. For example, if you input “abc”, the system lists the accounts whose names
start with “abc” rather than all account names that contain “abc”.

4. Click Save.
5. Click OK.

Configuring process groups
You can configure customized process groups.
To configure custom process groups:
1. Under Process Management in the navigation pane, right-click the process group that you

want to configure, and then click Config Process Group. The Config Process Group dialog box
appears.

2. Enter information in the text fields as follows:
• Group Name—Enter a name for the group.

• Parent Group—Select the parent group.

• Group Description—Enter a description of the group.
3. Click OK.
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You can delete a process group that you created. To do this, right-click the process group in the
navigation pane and then click Delete Process Group.
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7 CMDB management
The CMDB management module, accessible through the CMDB Management node in the Service
Desk navigation pane, provides unified management for all basic configuration items (CIs), such
as device asset information, that can be used for SOM.
The module can register the specific CI information and the related management and maintenance
and data synchronization interfaces with the CMDB, and it provides data support for display and
configuration in Service Desk. You can use these CIs when designing the SOM processes.
The main features used to manage CIs are CI Type, CI Relation, and CI Relation Type. Each are
described below:

• CI Type—The CI type is used to define the CI’s attributes. CIs can be added to types defined
by iMC or the user can create their own types.

• CI Relation—A relation is used to create a relationship between two CIs using a relation type.
A relation consists of a relation type and two CIs.

• CI Relation Type—The relation type defines the a relation between CIs. Once a relation type
is created, you can define CI relationships with it.
There are no default Relation types, so you must create one before you can add relations
between CIs.

CI management
The following sections describe how to manage CIs by using the CMDB Management node in
Service Desk.

Adding a CI to the existing CMDB
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click CI Management. The CI Management tab opens in the task pane.
2. Under Filter Condition, select a CI type from the list.
3. Click Add. The Add CI dialog box appears, as shown in Figure 24.

Figure 24 Add CI dialog box

4. Configure the CI. The fields in this dialog box are dependent on the CI type.
• Title—Enter the title of the CI.

• Type—Enter the type of the CI.

• Created by—Enter the name of the creator of the CI.

NOTE: These items were defined when the CI type that the CI belongs to was created.

5. Click OK.
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NOTE:
• For a CI type that has been predefined by the system, you can select the CI type data to

synchronize the CI type. This procedure will also update a CI that has been changed.
To synchronize a CI type:
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it,

and then click to expand the Management folder if it is not already expanded.
2. Double-click CI Type Management. The CI Type Management tab appears.
3. Select a CI type, and then click Synchronize.

• You can also add a CI by importing it.
To import a CI:
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it,

and then double-click CI Management. The CI Management tab appears.
2. Under Filter Condition, select a CI type from the list.
3. Click Import.

The Import dialog box appears.
4. Click Browse, locate the CI(s) you want to import, and click OK.
5. Click OK.

Modifying a CI
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click CI Management. The CI Management tab opens in the task pane.
2. Select the CI that you want to modify, and then click Modify. The Config CI dialog box appears.
3. Modify the information in the text fields as needed:

• Name—Enter a name for the CI.

• Description—Enter a brief description of the CI. This description can be up to 127
characters long.

• Type—Enter the CI type.

• Create by—Enter a date or user name.

• Create at—Enter a description.

• Modify at—Enter a description.
4. Click OK.

Deleting a CI
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click CI Management. The CI Management tab opens in the task pane.
2. Click to select the CI that you want to delete, and then click Delete.
3. Click Yes to confirm the deletion.

Synchronizing a CI
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click CI Management. The CI Management tab opens in the task pane.
2. Click to select the CI type that you want to synchronize, and then click Synchronize. Or,

right-click the CI type, and then click Synchronize.
3. Click Yes to confirm the synchronization.
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CI Relation management
The following sections describe how to manage CI relations by using Service Desk.

Correlating CIs
CIs can be correlated by creating a relation between the two. Relation types must be created
before they are added to CIs, as there are no default relation types. See “Adding a CI relation
type” for information on creating relation types.
To add a relation between two CIs:
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click CI Relation Management. The CI Relation Management tab opens in the task
pane.

2. Click Add. The Add CI Relation dialog box appears, as shown in Figure 25.

Figure 25 Add CI Relation dialog box

3. Add information in the text fields, as follows:
• Left CI Type—Select the CI type from the list. The list includes all the CI types that exist in

the system.
• Left Node—From the list, select the CI that belongs to the CI type.

• Relation Type—Select the relation type from the list. The list includes all the CI relation
types that were created previously.

• Right CI Type—Select the CI type from the list. The CIs that belong to the CI type appear.
Select one or more CIs for which you want to create a relation with the left node CI.

4. Click OK.
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Knowledge Base management
The knowledge base feature allows users to view, add, modify, filter, and share SOM operation
experiences. Administrators have the ability to delete records as well. The following sections
describe how to create, modify, and delete knowledge base records.

Adding a record to the Knowledge Base
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click Knowledge Base Management. The Knowledge Base Management tab opens
in the task pane.

2. Click Add. The Knowledge Base Management dialog box appears, as shown in Figure 26.

Figure 26 Knowledge Base Management dialog box

3. Enter information in the text fields as follows:
• Initiator—This field is predefined when the record is created and cannot be changed.

• Title—Enter the title of the record.

• Author—Enter the author’s name.

• Key—Enter a keyword to search by.

• Abstract—Enter a short description.

• Content—Enter a longer description.

• Problem Accessory—Use this option to attach a file.

• Category—Select or enter a category for this record.

• Solution Accessory—Use this option to attach a file.

• View Privilege—If you select Public, everyone will be able to read the record. The User
List field is disabled.

• User List—If you selected Private in the View Privilege field, use the User List field to enter
the names of the users whom you want to be able to read the record.
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4. Click OK.

Modifying a record in the Knowledge Base
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click Knowledge Base Management. The Knowledge Base Management tab opens
in the task pane.

2. Click to select the record that you want to modify, and then click Modify.
3. Make modifications in the text fields as needed, and then click OK.

Deleting a record from the Knowledge Base
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click Knowledge Base Management. The Knowledge Base Management tab opens
in the task pane.

2. Click to select the record that you want to delete, and then click Delete.
3. Click Yes to confirm the deletion.

Question Bank management
The question bank feature allows users to view, add, modify, and filter SOM operation questions.
This facilitates the tracking of issues and their solutions in SOM. Administrators have the ability to
delete records as well. The following sections describe how to create, modify, and delete question
bank records.

Adding a record to the Question Bank
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click Question Bank Management. The Question Bank Management tab opens in
the task pane.

2. Click Add. The Question Bank Management dialog box appears.
3. Enter information in the text fields as follows:

• Initiator—This field is predefined when the record is created and cannot be changed.

• Title—Enter the title of the record.

• Author—Enter the author’s name.

• Key—Enter a keyword to search by.

• Abstract—Enter a short description.

• Content—Enter a longer description.

• Problem Accessory—Use this option to attach a file.

• Category—Select or enter a category for this record.

• Solution Accessory—Use this option to attach a file.

• State—Select Opened or Closed.

• Version—Add a version number for this record.

• View Privilege—If you select Public, everyone will be able to read the record. The User
List field is disabled.

• User List—If you selected Private in the View Privilege field, use the User List field to enter
the names of the users whom you want to be able to read the record.

4. Click OK.
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Modifying a record in the Question Bank
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click Question Bank Management. The Question Bank Management tab opens in
the task pane.

2. Click to select the record that you want to modify, and then click Modify.
3. Make modifications in the text fields as needed, and then click OK.

Deleting a record from the Question Bank
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, and

then double-click Question Bank Management. The Question Bank Management tab opens in
the task pane.

2. Click to select the record that you want to delete, and then click Delete.
3. Click Yes to confirm the deletion.

Type management
The type management options are located in the Management folder on the CMDB Management
node in Service Desk. The following sections describe the three categories of type management:
CI type, CI relation type, and knowledge/question type.

CI type management
A CI type is used to define the CI’s attributes. CIs can be added to types defined by iMC or the
user can create their own types.

Adding a CI type
A configuration item (CI) is any software or hardware component of an IT infrastructure. CIs are
classified into CI types, which can be defined by the iMC system (such as device asset and sub-asset,
model, device series, and device category) or defined by the user (such as meeting room).
To add a CI type:
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, expand

the Management folder if it is not already expanded, and then double-click CI Type
Management. The CI Type Management tab opens in the task pane.

2. Click Add. The Add CI Type dialog box appears, as shown in Figure 27.

50 CMDB management



Figure 27 Add a CI type

3. Enter information in the text fields as follows:
• Name—Enter the name of the CI type that you want.

• Version—Enter a version number for the CI type, such as “1” or “1.1”. This number can
be up to 10 characters long.

• Description—Enter a brief description of the CI type. This description can be up to 127
characters long.

• Attribute—To add an attribute for the CI type, click Add. A new row appears in the middle
of the dialog box. Enter information in the text fields as follows:

◦ Attribute name—Enter a name for the attribute. This field cannot be null. The name
can be up to 32 characters long.

◦ Data Type—From the list, select String, Double, Integer, or Long as the data type of
the attribute.

◦ Default Value—Enter a default value for the attribute.

◦ Available in Control—This option indicates whether the attribute will appear in a
drop-down list. Only one attribute can be available in the drop-down list. In the case
of the example illustrated in Figure 27, if you select Yes in the Available in Control
column for the Topic attribute, all of the topics of the CIs will appear in the Left Node
list in the Add CI Relation dialog box (illustrated in Figure 25).
A good practice is to select No in the Available in Control column for the attributes
that users are not concerned with, so that these attributes are not displayed.
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◦ Primary Key—The primary key is used to uniquely identify a CI. Select Yes or No to
indicate whether the attribute will be used as a primary key.
you must configure at least one attribute as a primary key.

NOTE: You can configure more than one attribute as a primary key. If you do so,
all the attributes that you selected will work together to identify a CI.

◦ Description—Enter a description of the attribute.

◦ Available in CI List—Enter Yes or No to choose whether the CI type is available in
the CI list.

Click Add to add more attributes as needed. You can configure up to 40 attributes.

4. Click OK.

NOTE: The system-defined Device Asset CI type contains the device and network asset data of
iMC. The system-defined Device Sub-Asset CI type contains the sub-asset data of the device assets.

Modifying a CI type
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, expand

the Management folder if it is not already expanded, and then double-click CI Type
Management. The CI Type Management tab opens in the task pane.

2. Click Modify. The Modify CI Type dialog box appears.
3. Modify the information in the text fields as follows:

• Version—Enter a version number for the CI type, such as “1” or “1.1”. This number can
be up to 10 characters long.

• Description—Enter a brief description of the CI type. This description can be up to 127
characters long.

• Attribute—To modify an attribute for the CI type, click the attribute. Enter information in
the text fields as follows:

◦ Attribute name—Enter a name for the attribute. This field cannot be null. The name
can be up to 32 characters long.

◦ Default Value—Enter a default value for the attribute.

◦ Description—Enter a description of the attribute.
Click Save.

4. Click OK.

Deleting a CI type
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, expand

the Management folder if it is not already expanded, and then double-click CI Type
Management. The CI Type Management tab opens in the task pane.

2. Click to select the CI type that you want to delete, and then click Delete.
3. Click Yes to confirm the deletion.

NOTE: You can delete only CI types that have been added. You cannot delete the pre-set system
CI types.
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Synchronizing a CI type
The synchronization function is provided on the CI Type Management tab. Using this function you
can view and select the system-defined CIs from the iMC and then save them into the CMDB. This
function is mainly used to synchronize or incrementally synchronize CIs in batches.
To synchronize a CI type:
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, expand

the Management folder if it is not already expanded, and then double-click CI Type
Management. The CI Type Management tab opens in the task pane.

2. Click to select the CI type that you want to synchronize, and then click Synchronize. Or,
right-click the CI type, and then click Synchronize. The CI Synchronization Result dialog box
appears.

3. To save CIs, click to select the CIs you want to save, and then click Save CI. When you are
finished, close the CI Synchronization Result dialog box.

NOTE: You can save the CI only once. If you try to save an existing CI, the system will give
you a message that the CI already exists. If a saved CI needs refreshing, you can do this by
executing the synchronization operation on the CI Management tab. If a CI changes after you
save it, you can select the corresponding CI on the CI Management tab and then synchronize
it.

CI relation type management
A CI relation type defines the relation between CIs. Once a relation type is created, you can define
CI relationships with it, for example, parent-child relation, inclusion relation, and affiliation relation.
There are no default relation types, so you must create one before you can add relations between
CIs.

Adding a CI relation type
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, expand

the Management folder if it is not already expanded, and then double-click CI Relation Type
Management. The CI Relation Type Management tab opens in the task pane.

2. Click Add. The Add CI Relation Type dialog box appears, as shown in Figure 28.

Figure 28 Add CI Relation Type dialog box

3. Enter information in the text fields as follows:
• Name—Enter the name of the CI relation type. The name indicates the relation between

two CIs (such as “Contains”) and can be up to 32 characters long.
• Description—Enter a description (up to 127 characters long) for the CI relation type.

4. Click OK.
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Deleting a CI relation type
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, expand

the Management folder if it is not already expanded, and then double-click CI Relation Type
Management. The CI Relation Type Management tab opens in the task pane.

2. Select the CI relation type that you want to delete, and then click Delete.
3. Click Yes to confirm the deletion.

Adding a Knowledge/Question type
To facilitate the creation of knowledge base or question base queries, you can create
knowledge/question types.
1. In Service Desk, click the CMDB Management node in the navigation pane to expand it, expand

the Management folder if it is not already expanded, and then double-click
Knowledge/Question Type. The Knowledge/Question Type tab opens in the task pane.

2. Click Add. The Knowledge/Question Type dialog box appears, as shown in Figure 29.

Figure 29 Knowledge/Question Type dialog box

3. Enter information in the text fields as follows:
• Name—Enter a name (up to 32 characters long) for the knowledge/question type. This

name will appear as a category in the Category list in the Knowledge Base Management
or Question Bank Management dialog box. For instance, if you enter “software” as a
knowledge/question type name, “software” is then set as a category that users can use
when creating knowledge/question records about a software issue.

• Category—Set the category of the knowledge/question type. The options are: Share for
all, Only for knowledge base, and Only for question bank.

• Description—Enter a description (up to 127 characters long) for the knowledge/question
type.

4. Click OK.
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8 System management
The System Management node in the Service Desk navigation pane allows you to manage user
accounts, operation logs, and process templates:

• The user account management functionality enables you to filter, add, modify, delete, and
view accounts.

• The operation log management functionality allows you to filter and delete operation logs.

• The process template functionality enables you to view, upload, and download process
templates.

User account
NOTE: A default account named “admin”, with the default password “admin” is created when
SOM is deployed.
You can use this account to log in to SOM for the first time.
The default admin account is automatically bounded with the admin account in iMC.

SOM users fall into the following categories:

• Network and service planners and administrators—These users are responsible for:

Using the iMC platform and SOM to plan and manage network maintenance tasks, such
as planning the roles (account groups), permissions, and responsibilities of SOM operators

◦

◦ Creating different types of users and assigning users to account groups so that each SOM
operator takes on the corresponding responsibilities as appropriate

◦ Creating various SOM processes (templates) to support the enterprise’s IT operations

◦ Analyzing CIs and adding them to the CMDB for unified management

◦ Analyzing and auditing various process records and logs to supervise the maintenance
process

• SOM operators—These users carry out the processes in SOM. SOM operators can start a
specific type of process as needed or deal with a specific activity for a process. They can
execute different processes according to the permissions that have been assigned to them. A
common SOM operator can only start a process or execute the specific activity of a process
according to the common process. A high-privilege SOM operator can manage the process,
for example, changing the process owner or forcibly closing a process.

The following sections describe how to view, add, modify, delete, and filter user accounts.

Viewing user accounts
1. In Service Desk, click the System Management node in the navigation pane to expand it, and

then double-click User Account. The User Account tab opens in the task pane.
2. Select the user account you want to view and click View.

The View Account Details tab opens in the task pane.
3. When you are done reviewing the account details, click Close.
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Adding an SOM Self-Service account
There are three ways for an account to be added to SOM:
• Adding an account from Service Desk

• Adding an account from the iMC platform

• Adding multiple accounts in batches
These methods are described in the following sections.

Adding user accounts from Service Desk
1. In Service Desk, click the System Management node in the navigation pane to expand it, and

then double-click User Account. The User Account tab opens in the task pane.
2. Click Add. The Add Account tab opens in the task pane, and the User Account Settings dialog

box appears, as shown in Figure 30.

Figure 30 User Account Settings

3. Enter information in the text fields as follows:
• Account Name—Create an account name for the SOM user. The name can be up to 32

characters long. It does not need to be the same as the user name, but it must be unique.
• Account Password—Create a password for the user.

• Confirm Password—Enter the password again for confirmation.
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• User Name—Enter the user name. A user name does not have to be unique. It can be
used by multiple users.
You can enter the full or partial user name of an iMC platform user, or you can click the
plus sign icon to add a new user.

• Account Group—You must add an account group in the iMC platform in advance, and
then the account group will appear in the account group field for selecting. If you do not
add an account group in advance, this field will be null.
SOM accounts are assigned to various account groups with different permissions. The
permissions of SOM accounts within an account group might vary. The user permissions
depend on the permissions of the SOM account together with its account groups.

• Permissions—Assign permissions to the account by clicking to select the appropriate
check boxes.

4. Click OK.
The SOM self-service account is added. At the same time, the corresponding iMC platform
user is added and bound with the SOM account.
If you want to open an SOM self-service account for an existing iMC platform user, right-click
the user and select Open Account.

NOTE:
• In addition to the predefined registration information, administrators can define additional

user information for users to enter during registration in the iMC UAM module, such as
employee ID and office location.

• You can configure one or more account groups. The account inherits the permissions of the
groups.

• Deleting an account deletes only the account information. The user information that is bound
with the account will not be deleted. You can use the account filtering function to view
information about users whose accounts have been deleted.

User registers for an account:
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1. From the iMC SOM Console Login dialog box, click the Register Account button.
The Register Account page appears, as shown in Figure 31.

Figure 31 User account registration

2. Fill in the following fields:
• User Name—The user enters their user name into this field.

• Account Name—Create an account name for the SOM user. The name can be up to 32
characters long. It does not need to be the same as the user name, but it must be unique.

• Account Password—Create a password for the user.

• Confirm Password—Enter the password again for confirmation.

• Identity Number—Enter an identity number.
The remaining fields are optional.

3. Click OK.
Once the account registration is submitted, it is sent to the administrator’s My Task list. After
reviewing the registration, the administrator can choose to pass and close the registration, reject
and close the registration, or submit the registration to another handler.
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Adding user accounts from the iMC Platform
1. From the iMC Platform home page, click User > Add User.

the Add User page appears in the task pane as shown in Figure 32.

Figure 32 Adding a user from iMC

2. Fill in the fields in the Basic Information area.
3. Check the box next to Open Account and fill in the fields in this area.
4. Click OK.

Adding user accounts in batches
You can add users through iMC in batches by using the Import Users feature in the User
Management pane.

Modifying user accounts
1. In Service Desk, click the System Management node in the navigation pane to expand it, and

then double-click User Account. The User Account tab opens in the task pane.
2. Select the user account you want to view and click Modify.

The Modify Account tab opens in the task pane.
3. When you are done modifying the account settings, click OK.

Deleting user accounts
1. In Service Desk, click the System Management node in the navigation pane to expand it, and

then double-click User Account. The User Account tab opens in the task pane.
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2. Select the user account you want to view and click Delete Account.
A dialog box opens and ask you to confirm that you want to delete the account. User
information will not be deleted.

3. Click Yes.
The user account is deleted.

Filtering user accounts
To facilitate account query, you can use the user account filtering function.
1. In Service Desk, click the System Management node in the navigation pane to expand it, and

then double-click User Account. The User Account tab opens in the task pane.
2. Click Filter. The Filter dialog box appears, as shown in Figure 33.

Figure 33 Filter dialog box

3. Enter the conditions you want to filter by in the appropriate text fields, and then click Apply.
The task pane displays the filtered accounts.

4. Click OK.

Operation Log
The operation log records the behavior of the SOM operator, including login and logout activity
and all process operations. This is done to audit the operator's actions.

Filtering Operation Logs
1. In Service Desk, click the System Management node in the navigation pane to expand it, and

then double-click Operation Log. The Operation Log tab opens in the task pane.
2. Click Filter. The Filter dialog box appears.
3. In the appropriate text fields, enter the conditions you want to filter by, and then click OK.

Deleting Operation Logs
1. In Service Desk, click the System Management node in the navigation pane to expand it, and

then double-click Operation Log. The Operation Log tab opens in the task pane.
2. Click Delete. The Delete Condition dialog box appears.
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3. In the Delete the logs generated before field, enter a date in yyyy–mm–dd format (or click the
calendar icon to select a date), and then click OK.

4. Click Yes to confirm the deletion. The logs that were generated before the date you set are
deleted.

NOTE: You can run a query on the logs before you delete them (to do this, click Filter to set the
filtering conditions). However, the filtering conditions do not affect the logs that will be deleted.
Only the date that you specify determines which logs will be deleted.

Process template
You can use an existing template as a basis for customizing a process to better meet your needs.
To do this, first download an existing template. When you are done customizing the template, you
can upload it. The following sections describe this process.

NOTE: You can also use Process Designer to customize a process template. To launch Process
Designer, click Start, point to All Programs, and then click SOM Process Designer.

Downloading an existing template
To customize a process, you must first download an existing template to work with.
1. In Service Desk, click the System Management node in the navigation pane to expand it, and

then double-click Process Template. The Process Template tab opens in the task pane and
displays a list of existing templates, as shown in Figure 34.

Figure 34 Existing process templates

2. Click Download next to the process template that you want.
3. Click Save or Save As to save the template, and then open the file in a text editor.
4. Make the changes you want, save the file with a unique name, and then upload the file as

described in “Uploading a customized process template”.

NOTE: You can only delete customized templates. You cannot delete the templates that are pre-set
by the system.

Uploading a customized process template
To upload a customized process template:
1. In Service Desk, click the System Management node in the navigation pane to expand it, and

then double-click Process Template. The Process Template tab opens in the task pane.
2. Click Upload.
3. Click Browse to find the process template you want to upload, and then click OK.
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9 Using iMC
Some SOM functionality is expressed through the iMC interface instead of Service Desk. The
following procedures describe actions that you can take in iMC after the SOM module is installed.

Assigning iMC operators SOM permissions
The Add Operator feature is mainly used to give iMC operators permissions to the iCC, ACL, and
VLAN processes in SOM.
The following example illustrates how to give an iMC operator permissions to a SOM process. In
this example, an operator is added to the VLAN Configuration Change process.

IMPORTANT: Do not assign user management rights to iMC operators who do not have permission
to directly apply configurations to devices.

Figure 35 Add an Operator

62 Using iMC



1. Log in to the iMC system.
2. On the top navigation bar, point to the System tab, point to Operator Management, and then

click Operator.
3. If the operator you want is already in the operator list, click Modify, and then skip to the next

step.
If the operator you want has not yet been added to the operator list, follow these steps:
a. Under Operator List, click Add. The Add Operator dialog box appears, as shown in

Figure 35.
b. In the Basic Information area, enter the required information for the iMC operator. For

more information, see the HP Intelligent Management Console Administrators Guide.
4. In the SOM Processes Need to Audit area, specify a self-service account by clicking Select

Account or Add Account. The selected account will be used to log the operator in to the SOM
system.

5. Click to expand iMC Platform - VLAN Management, and then click to select the VLAN
Configuration Changes check box.
Follow the same procedure to add permissions to the iMC Platform - Intelligent Configuration
Center and iMC Platform - ACL Management processes.

6. Click OK.
7. Log in to Service Desk as an administrator.
8. In the navigation pane, click Process Management, and then expand Network Maintenance

Process.
9. Right-click VLAN Configuration Changes, and then click Config Process. The Config Process

dialog box appears, as shown in Figure 36.

Figure 36 Configuring a VLAN Process

10. Specify the users or user groups that you want to have permissions to submit or approve a
request to change the VLAN configuration. To do this, add the user account or group names
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to the Change Apply and Change Audit tasks in the Task Name column. Click the row, enter
the user account or group name, and then click Save.
Users whom you add to the Change Apply task can submit a request to change the VLAN
configuration, and users whom you add to the Change Audit task can approve the request.

Figure 37 Adding a user account to a task

11. Click OK.

Managing alarms
Alarms are processed in the iMC and sent to the appropriate group to alert them to repair the
issue. The alarm management procedure is illustrated in Figure 38.
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Figure 38 Managing alarms

Manually creating an alarm distribution process

NOTE: Service Desk does not support creating alarm distribution processes, it can only be done
through iMC.

An alarm distribution process consists of the following steps:
1. Distribute alarm
2. Accept alarms
3. Design repair plans
4. Audit repair plans
5. Repair alarms
6. Audit alarm repairs
7. Acknowledge alarm repairs
At the Accept alarms, Audit repair plans, Repair alarms, and Acknowledge alarm repairs steps,
processors can specify the next step.
To create an alarm distribution process:
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1. In iMC, click the Alarm tab on the top navigation bar, point to Alarm Browse, and then click
Real-Time Alarms, All Alarms or alarm details display page, as shown in the following figures:
Figure 39, Figure 40, and Figure 41.

Figure 39 Real-Time Alarms pane

Figure 40 All Alarms pane

Figure 41 Alarm Details pane

2. In the alarm list, click to select the check box of the alarms that you want to distribute, and
then click Distribute. The Alarm Process dialog box appears, as shown in Figure 42.
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Figure 42 Creating an Alarm Process

3. To create the alarm process, enter a title for the process (or use the default title), enter additional
information in the Suggestion field, select a processor from the list, and then click OK. In the
alarm list, the alarm state changes to “distributed”.

NOTE: If you select more than one alarm to distribute, the Process Title field does not appear,
and the default title is used automatically.

4. To open the process that you created, as shown in Figure 43, click the Distributed link for the
alarm.

Figure 43 Alarm Process
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Configuring iMC to automatically distribute alarms
When you use this feature, the iMC system automatically creates a process in the SOM system for
an alarm that matches the alarm distribution rules and then sends the task to the processor.
To configure the iMC system to automatically distribute alarms:
1. In iMC, point to the Alarm tab on the top navigation bar, point to Alarm Settings, and then

click Automatic Distribution. The Automatic Distribution pane appears, and under it is the
Automatic Distribution Rule list.

Figure 44 Automatic Distribution Rule List

2. To add an automatic distribution rule, click Add. The Add Automatic Distribution Rule dialog
box appears, as shown in Figure 45.

Figure 45 Add an Automatic Distribution Rule

3. Enter a rule name and suggestion text, and then configure the other settings as required.
4. Click OK.
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Processing an alarm distribution request
After the request is submitted and created, it is handled by various processors until it is closed.
Figure 46 is an example of a request that a processor has marked as “recovered”; notice that in
the Manage Mode area, the Pass/Recover Alarm option is selected.

Figure 46 Alarm distribution request

View the iMC alarm list to verify that the state of the alarm changed to “recovered”, as shown in
Figure 47.

Figure 47 Alarm state

Managing alarms 69



NOTE: Service Desk does not support creating alarm distribution processes, this can only be
done through iMC.
When you recover a recovered alarm you will get the message “Recovering alarms succeeded”.
You cannot distribute alarms that have been recovered.

Making Change Requests

Configuring an iCC Change Process
An iCC change process allows operators who have no permissions to manage devices to submit
iCC configuration change requests. The requests are audited before iMC applies the configuration
to the network.
An iCC change process involves submitting, auditing, and confirming requests as shown in
Figure 48.

Figure 48 iCC workflow

Submitting a request for changing iCC configuration
1. Use a self-service account to log in to the iMC system.
2. Click the Service tab on the top navigation bar.
3. Select Configuration Center > Deployment Guide.
4. Under Select a Deployment Task, click Deploy Configuration.
5. Select devices to update:

• Folder

• Template Name

• Click Select Device. On Select Devices page, under Query Conditions, browse to device
list you want. In Devices Found area, click to select devices you want (use Shift key/Ctrl
key to select more than one), and then click down arrow button to copy the devices into
the Selected Devices area. Click OK.

• Deploy Strategy
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6. Click Next.
7. On Set Task Attributes page, configure the device deployment task settings, and then click

Next.
8. On Abstract page, view settings. If changes need to be made, click Previous to return to

previous pages. Click Finish.
9. Click Audit to bring up the request submit page as shown in Figure 50.

The page displays the iCC deployment task list. A link to the process is provided. You can
click the link to view the process status.

Figure 49 Submit a request for changing iCC configuration
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Figure 50 iCC Configuration Change Process

10. Under Deployment Task List, select the tasks you want to execute, click Run, and then confirm
that you want to run the process.
Under Status > Operation Result, you can click the task link to view the View Execution Result
page, which provides details about and status of the process.

Processing the request
After the request is submitted and created, it passes through different processors until it is closed
or rejected. In the audit process, the processor can approve or reject the request.

Figure 51 Approve a request

You can view the state of the iCC configuration change request in iMC, by clicking the icon in the
Configuration process column, as shown in Figure 52.
After clicking the icon, you will be shown the audit results in SOM.
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Figure 52 Status of iCC Configuration Change request

If the request is rejected, you can click the Modify icon to modify the task and resubmit a request
for changing the iCC configuration. If you enable SOM auditing for a task that formerly had SOM
auditing disabled, the following error message appears when you try to modify the task:
The process instance has been deleted.

Configuring an ACL change process
An ACL change process allows operators that have no rights to manage devices to submit ACL
configuration change requests. The requests are audited before iMC applies the configuration to
the network. An ACL change process involves submitting, auditing, and confirming requests.

Submitting a request for changing ACL configuration
1. Use a self-service account to log in to the iMC system.
2. Click the Service tab on the top navigation bar, then select ACL Management > ACL Deployment.
3. In the Deploy Wizard area, click Deploy ACLs.
4. Select a device:

Click Select Device. On the Select Devices page, under Query Conditions, browse to device
list you want. In Devices Found area, click to select devices you want (use Shift key/Ctrl key
to select more than one), and then click down arrow button to copy the devices into the Selected
Devices area. Click OK.

5. Select ACL Resource: Click Select. In the Select ACL Resource dialog box, select a resource
from the list, and then click OK.

6. Click Next.
7. On summary page, view settings. If changes need to be made, click Previous to return to

previous pages. Click OK.
8. Click Audit to bring up the request submit page as shown in Figure 53.
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9. Type the information, and click OK.
The page displays the ACL deployment task list. A link to the process is provided. You can
click the link to view the process status.

Figure 53 Submit a request for changing ACL configuration

Figure 54 ACL Configuration Change Process
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Processing the request
After the process is submitted and created, it goes through different processors until it is closed or
rejected. In the audit process, the processor can approve or reject the request.

Figure 55 Approve a request
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Figure 56 Reject a request

You can view the state of the ACL configuration change request in iMC by clicking the icon in the
Configuration process column, as shown in Figure 57.
After clicking the icon, you will be shown the audit results in SOM.

Figure 57 Status of ACL Configuration Change request

If the request is rejected, you can click the icon to modify the task and resubmit a request for
changing ACL configuration. If you enable SOM auditing for a task that was formerly disabled
with SOM auditing, the following error message appears when you try to modify the task: The
process instance has been deleted.

Configuring a VLAN change process
A VLAN change process allows operators that have no rights to manage devices to submit VLAN
configuration change requests. The requests are audited before iMC applies the configuration to
the network. A VLAN change process involves submitting, auditing, and confirming requests.

Submitting a request for changing VLAN configuration
1. Use a self-service account to log in to the iMC system.
2. Click the Service tab on the top navigation bar.
3. From the left navigation pane, select VLAN Management > Batch Deploy.
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4. Click a submenu:
• Access Ports

• Trunk Ports

• Hybrid Ports

• VLAN
5. Enter the VLAN configuration task settings as needed, and then click Submit.
6. Click Audit to bring up the request submit page as shown in Figure 58.
7. Type the information and click OK.

The page displays the VLAN deployment task list. A link to the process is provided. You can
click the link to view the process status.

Figure 58 Submit a request for changing VLAN configuration

Processing the request
After the process is submitted and created, it goes through different processors until it is closed or
rejected. In the audit process, the processor can approve or reject the request see “My Task”.

Figure 59 Approve a Request
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Figure 60 Reject a request

You can view the state of the VLAN configuration change request in iMC by clicking the icon in
the Configuration process column, as shown in Figure 61.
After clicking the icon, you will be shown the audit results in SOM.

Figure 61 Status of VLAN Configuration Change request

If the request is rejected, you can click the Modify icon to modify the task and resubmit a request
for changing VLAN configuration. If you enable SOM auditing for a task that was formerly disabled
with SOM auditing, the following error message appears when you try to modify the task: “The
process instance has been deleted”.
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10 Examples
Assigning operators to processes

The following example illustrates how to create and assign an operator as an SOM processor.
See HP Intelligent Management Center Base Platform Administrator Guide for information about
creating an operator.
1. Log in to the SOM system as an administrator.
2. From the left navigation pane, select Process Management > Network Maintenance Process

> VLAN Configuration Changes.
3. Right-click on VLAN Configuration Changes, and select Config Process as shown in Figure 20.
4. Click the user or group in the Users/Groups column, and specify the users or user groups as

the operator that has the right to submit or approve a request.
5. Click OK.

Users selected for Change Apply can submit a request for changing VLAN configuration and
users selected for Change Audit can approve the request.
If you want to assign an existing iMC operator as an SOM processor, modify the iMC operator
configuration.

NOTE: Do not assign user management rights to iMC operators that have no permission to
directly apply configurations to devices.

Filtering
Many items in the SOM navigation pane use the filter tool.
You can filter tasks in the following nodes:
• MyWorkSpace: My Task, My Created Processes, My Relate Processes, My Managed Processes.

• CMDBManagement: CI Management, CI Relation Management, Knowledge Base Management,
Question Bank Management.

• System Management: user accounts, operation logs.
For example, to facilitate account query, you can use the filter tool at the top center window:
1. In Service Desk, click the System Management node to expand it, and then double-click User

Account.
The User Account tab opens in the task pane.

2. Click Filter.
3. Configure the filters.
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Figure 62 Filter

• Account Name—Create an account name for the SOM user that is up to 32 characters.
The account name does not need to be the same as the user name, but must be unique.

• User Name—Enter the user name. A user name can be used by multiple users.

• Identity Number—Enter Identity number.

• User Group—Select from list.

• Contact Address—Enter physical address.

• Telephone—Enter telephone number.

• Email—Enter email.
4. Click Apply.
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11 Frequently Asked Questions
11.1 Q: What web browser can I use to run the SOM system?

A: For optimum performance, use Internet Explorer 8 or Mozilla Firefox 3.6 or later versions.
The display of some web pages may vary with the browsers.

11.2 Q: What happens when I refresh a page?
A: Refreshing a page reloads data for the page and removes all the existing data on the
page. If your account is not configured with Lock Display, you enter the home page after
refreshing the page. If your account is configured with Lock Display, you return to the login
page after refreshing the page.

11.3 Q: When the right and left arrows appear on the task bar because multiple tasks are
displayed, why doesn’t the window show the whole task bar?
A: This may occur when the text size is too large. Do not set the text size to its highest
setting. To change text size in Internet Explorer, click Tools, click Zoom, and then change
the size to 100% or less. Close and then re-open the browser.
To change the text size in Firefox:
1. At the top of the Firefox window, click the Firefox button, and then click Options.
2. Click the Content panel.
3. In the Fonts & Colors area, select a number from the Size list that is smaller than the

number that appears.
4. Click OK. Close and then re-open the browser.

11.4 Q: Some nodes in the navigation pane are missing, or multiple nodes are expanded at
the same time. What should I do?
A: Do one or more of the following:
• Close and then re-expand the nodes that you can see.

• Clear browser cookies.

• Refresh the browser window.
11.5 Q: On the CI Type Synchronization Result page, why does the screen go blank for several

seconds when I click the column header to sort the result entries?
A: The blank screen occurs because the JavaSript runs slowly in Internet Explorer. To work
around this issue, use Firefox 3.6 or later.

11.6 Q: Why does a field display nothing in the Process History area?
A: This issue occurs if you are using Internet Explorer and a field in a process contains an
excessive number of the same characters. To work around this issue, use Firefox 3.6 or
later.

11.7 Q: I have set Service Desk to use the gray theme. Why are the links to details not clearly
displayed?
A: This is a limitation of the gray theme. HP recommends that you change to the blue
theme.

11.8 Q: When I expand the repeated operation steps in the Process History area of a task, the
words and lines overlap. How can I avoid this?
A: Expand only one step at a time in the process history.

11.9 Q: Why doesn’t SOM show the customized grid control every time I log in to the system?
A: The SOM system cannot save your customized grid control settings. Each time you
close the system, the default is restored.

11.10 Q: What should I pay attention to when performing a query or filter operation?
A: Do not use the database reserved characters as the query or filter criteria. For example,
do not use brackets ([ ]) as the query or filter criteria in SQL Server databases.
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11.11 Q: I received a “Your permissions are changed, please re-login” message. What should
I do?
A: Complete the current operation, log off, and then log in again.

11.12 Q: Why must the permissions of existing SOM accounts be checked after a SOM upgrade?
A: The new SOM version may have redefined existing account permissions or added new
permissions, and it will not automatically update the permissions of existing SOM accounts.
You must manually check the existing account permissions and update them as needed.

11.13 Q: I clicked the process link that was provided in email. Why can’t I open the process
instance?
A: This might happen when the server where the iMC resides is configured with multiple
IP addresses. To make sure that the link provided in the email is correct, configure a valid
IP address in the applicationContext-sd.xml configuration file. To do this:
1. Open the applicationContext-sd.xml configuration file in a text editor.

It should be located at C:\Program Files\iMC\client\web\apps\
servicedesk\WEB-INF\applicationContext-sd.xml

2. Add the following subelement to processExecutionMgr:
<property name="cfgip" value="127.0.0.1"/>

3. Replace 127.0.0.1 with the configured IP address.
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12 Acronyms
Spelled-out versionAcronym

Configuration Management DatabaseCMDB

Configuration itemCI

Intelligent Management CenteriMC

Service Operation ManagerSOM
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13 Support and other resources
Contacting HP

For worldwide technical support information, see the HP support website:
http://www.hp.com/support
Before contacting HP, collect the following information:
• Product model names and numbers
• Technical support registration number (if applicable)
• Product serial numbers
• Error messages
• Operating system type and revision level
• Detailed questions

Subscription service
HP recommends that you register your product at the Subscriber's Choice for Business website:
http://www.hp.com/go/wwalerts
After registering, you will receive email notification of product enhancements, new driver versions,
firmware updates, and other product resources.

Related information

Documents
To find related documents, browse to the Manuals page of the HP Business Support Center website:
http://www.hp.com/support/manuals
• For related documentation, navigate to the Networking section, and select a networking category.
• For a complete list of acronyms and their definitions, see HP A-Series Acronyms.

Websites
• HP.com http://www.hp.com
• HP Networking http://www.hp.com/go/networking
• HP manuals http://www.hp.com/support/manuals
• HP download drivers and software http://www.hp.com/support/downloads
• HP software depot http://www.software.hp.com

Conventions
This section describes the conventions used in this documentation set.

Table 1 GUI conventions

DescriptionConvention

Window names, button names, field names, and menu items are in bold text. For
example, the New User window appears; click OK.

Boldface

Multi-level menus are separated by angle brackets. For example, File > Create >
Folder.

>
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Table 2 Symbols

DescriptionConvention

An alert that calls attention to important information that if not understood or followed
can result in personal injury.WARNING

An alert that calls attention to important information that if not understood or followed
can result in data loss, data corruption, or damage to hardware or software.

Δ CAUTION

An alert that contains additional or supplementary information.NOTE
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